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* Mpunoxxenne USBWall ons Bawen 3awnTbl. * USBWall paboTaeT 4yepes npodunan, Kotopble
xpaHaTcs Ha USB-ycTponicTie. * Mpodunnn USBWall MmoryT 6bITh pa3paboTaHbl s Ka>kaoro
nonb3oBaTensd, Bnagetowero USB-yctponcteom. * USBWall 3awmwaeT MK oT MHMEKUWA, BbI3BaHHbIX
USB-ycTponcteamu. * BocctaHosneHne USBWall: cobpoc USBWall oo ncxogHoro coctosHus, Korga oH
OblJ1 MONTHOCTbLIO UCMpaBeH A0 3apaXkeHns BpefoHOCHbLIM MO, a 3aTeM BOCCTaHOBJIEHNE
cogepxxumoro npocunsd. * BocctaHosneHne USB-cTeHbl LiveCD 3anyckaeTcsa € KOMMaKT-Aucka. Het
yCTaHOBKW. 3arpy3nTtecsb c live CD n 3anyctute! ObneryeHHaa BepCcus Hawero NnporpaMmMHoOro
obecnevyeHns, npegHasHavYeHHas An4 nosb3oBaTenemn ¢ Hebonbwnm oHoM: becnnaTHas, bbicTpas,
nerkas n yHKUMOHaNbHas, HO OHa He MoXXeT obecneynTb NOJIHYIO 3alUTY 3KpaHa UM NOJIHYIO
Bepcuto USBWall. Bepcus Lite USBWall npegnaraeT NosIHOSKPaAHHYIO 3aLlMUTY, C MOMOLLLIO KOTOPOW
Bbl MO>X€Te MOJIHOCTbIO 04NCTUTb USB-yCTPONCTBO, Aa)Ke eC/iN Ball KOMMbIOTEP 3apa>keH TPOSHOM
nnun Bupycom. OH Tak)Ke npepJyiaraeT BO3SMOXKHOCTb 3anyCKa CaMOBOCMNPOMN3BOASLLEroCcs BUpyca Ha
KoHLUe USB-ycTponcTsa, N03TOMY, KOra Bbl MOAKJOHaeTe ero K KOMMboTEpPY, OH 3arpy>KaeTcs B
BaLLEN cncTemMe 1 3anyckaeT BUPYC. OTa PYHKUUSA NpefHa3HavyeHa TOJIbKO 415 OMbITHbIX
rnonb3oBaTesien, N XXNBOWN BMPYC He NO3BOJISET BaM yAansaTb UK U3MEHATb Npoduib. X)KNBom smpyc.
ObneryeHHas Bepcms Hallero nporpaMmMHoro obecneyeHus, NnpefHa3Ha4YeHHasa ANa Nosb3oBaTenemn
C HebonbwnM hoHoM: BecnnaTHas, bbicTpas, nerkas n PyHKLMOHabHasa, HO OHa HE MOXET
obecneynTb MOSHYIO 3alMTYy 3KpaHa nnu nonaHyto sepcuo USBWall. Bepcus Live USBWall
npegnaraeT MOJIHO3KPAHHYIO 3aWNTY, C MOMOLLbLIO KOTOPOM Bbl MOXXETe MOJIHOCTbIO 04NCTUTL USB-
YCTPOWCTBO, Aa>Xe eC/i Ball KOMMbIOTEP 3apakeH TPOSHOM nnm Bupycom. OH Tak>xe npegnaraetT
BO3MOXXHOCTb 3anycka CaMOBOCMPON3BOAALLErOCHA BUpPYyCa Ha KoHue USB-ycTponcTea, noaTomy,
Korga Bbl MOOKJIIOYAETE ero K KOMMbIOTEPY, OH 3arpy>kaeTcs B BalleN CUCTEME N 3anNyCcKaeT BUpPYC.
dTa hyHKUMA NpefHa3HayYeHa TONbKO AJ1S OMbITHbIX MOJb30BaTENIEN, N XXNBOWN BMPYC HE NO3BOJISET
BaM yAanAaTb UM N3MEHATb Npoduib. NonHaga 3awmnTa. USBWall — 3710 cepTudmnympoaHHoe
nporpamMMHoe obecneyeHune, npefHasHavyeHHoe ass obecneyeHns NoJIHOM 3aLlUNTbl OT TPOSHOB,
BUPYCOB M BPEAOHOCHbIX MPOrpaMM Ha CbeMHbIX YCTPONCTBAaX.2TO NO3BOMISET BaM yAanaThb
BPeLOHOCHbIE AaHHble 1 BOCCTaHaBNMBATbLCA MOC/e NOBPEXXOEHNN, BbI3BaHHbIX 3apa>KeHneM
BpenoHocHbIM MO. USBWall paboTaeT ¢ USB-ycTponcTB, a Takxe paboTtaeT B Linux n Windows. Bbl
MOXKeTe 3anyCcKaTb ero nporpaMmHoe obecrnevyeHmne Kak obwecncTeMHoe NpUIoKeHNne nan
3anycKaTb ero npuioXXxeHne B MOJIHO3KPAaHHOM peXxmMme 015 CKaHupoBaHuA Bawero USB-
yCTPONCTBA, He 3aTparueas Baw KoMmnbtoTep. USBWall — 310 cepTndmnumposaHHoe nporpammHoe
obecnevyeHune, coszgaHHoe onsa 3awnThbl Bawero MK.
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+ OpawnBep ckaHepa USBWall ona obHapyxeHnsa 1 yaaneHus BpefoHOCHbIX nporpamm USBWall +
HacTporikun USBWall ona MOHUTOpPUWHIa, ynpasneHus n obHosneHns koHpurypauum USBWall +
CkpuHwoT USBWall, 4Tobbl AenaTb CKpUHLIOTLI CKaHMpoBaHua USBWall + USBWall Wiki,
pPYKOBOACTBO Mo BpenoHocHoMY MO n coseTbl + ZIP-chann USBWall ona 3arpysku nocnegHen sepcum
USBWall ++ OnbITHbIN NMoNb30BaTeESb, A8 PaClUMPEHHbIX PYHKLNA N CUCTEMHOIO
aAMUHUCTPUpPOBaHUSA Linux 3Ta nporpamma 6ecnnaTHa /15 ncnonb3osaHus, 6becnnatHasa npobHas
BEpCKS, HO A4 TOro, 4Tobbl CKayaTb NCXOAHBLIN KOA, BaM HY>XXHO ByaeT NponTn perncrpauutio.
OLHaKo BaM He HY>XHO ByAeT perncTpmpoBaTb CBOM agpec 3JIeKTPOHHOW MOYThl UKW nepefaBaTh
Kakyo-1mmbo apyryio nHgopmauuto. 0nsg nonyyeHns 4ONOAHUTENbHON nHopMaLumm o TpeboBaHMAX
K perucrpauum n o ToM, Kak oHu 6yayT ncnosb3oBaTbCs, CM. MOANTUKY KOHPDUAEHLNANBHOCTH.
JinueHsunsa: V1.0.0 / v1.0.0-rc3 BHMMaHume: Mbl He [ONYyCKAaeM HUKAKNX HE3aKOHHbIX OENCTBUN (TaKnx
KaK B3JloMaHHoOe nporpaMmMmHoe obecrne4vyeHune, BUPYChbl, BpeAOHOCHbIE MPOrpamMMmbl) C 3TUM
npuno)xeHmneMm. Jlioboe HapyLleHne 3TOro noesaeyeT 3a cobon cynebHblie NCKN NPOTUB HapyLLUNTENEN.
Mbl Kak KOMNaHUA HEe HeCeM HUKaKOW OTBETCTBEHHOCTU 3a Takme HapyleHus. Ecnv Bbl
obHapyxunTe Kakme-nnbo npobnemsl, Kakne-nmbo cepbesHble NpobaemMbl NN Kakne-nmbo
NpeanoXXeHNs No yay4leHNIo NPOorpaMMbl, Bbl MOXXETE OTNPaBUTb MHE 3NIEKTPOHHOE MUCLMO.
MpenbiCTOpMSA: 3TO MporpamMMa, KOTopas NPOBEPSET, 3apa’keHa M CUCTEMA TPOSHCKNMU
nporpamMmMamm, 4epBsMU, LUMNOHCKUMIN MporpaMmMmamMn 1 ApyrumMm BpefoHOCHLIMW NporpaMmamMu. B
OOMOJIHEHNE K CKAHUPOBAHMIO CUCTEMbl Ha HaM4Yne BpeOoHOCHbIX MPOorpaMM NporpaMMa Takxe
CcoobLNT BaM, CKOIbKO MeCTa NCMob3yeT BUPYC, U, €C/IN YKa3aHo, yoanuT nHekunm n3 salen
cucteMbl. ObHapy>xeHbl MH(eKLN: TposiHbl BpegoHocHoe MO ObHapy»xeHbl MHMEeKL NN
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KoMnnekcHbI ckaHep BpeaoHOCHbIX Nporpamm USBWall moxxeT 06Hapy>XnBaTb LUMPOKNIA CNEKTP
BUPYCOB, BKJIt0YaA 00Obl4HbIE BUPYChI, TPOSHbI, YePBUW, CNaM, PULLKHT, WwnnoHckoe MO n gpyrue
TUNbl BUPYCOB, MOpakaloLline CbeMHble YCTPONCTBa XpaHeHUs aaHHbix. USBWall BknovaeT B cebs
pyHKUnn Anti-Virus, Anti-Spam u Anti-Phishing onsa ¢unbTpaunm BpeaoHOCHbIX hansios n
BpeAOoHOCHbIX Beb-URL-agpecoB Ha CbeMHbIX YCTPONCTBAX XpaHeHUs, Takmux Kak pasw-guckmn USB,
KapTbl NAMATU U BHELLUHWE XXeCTKMe ANCKU, AN 3alMThl Ballen CMCTEMbl OT BUPYCHbIX aTak.
USBWall BkntovaeT 3awwmnTy oT obmeHa channamm P2P, 6nokupys BpeaoHOCHbIe cCbinikn 1 URL-
ajpeca. ABTOMaTU4YeCKoe CKaHNpPOBaHMe BUPYCOB 1 BPeOoHOCHbLIX URL-aApecoB Ha BHELLUHUX U
BHYTPEHHNX YCTPONCTBAX XpaHeHNs BO3MOXXHOCTb CKaHNPOBaHUSA CbEMHbIX HOCUTENEN, faxe
Koraa OHM ucnonb3yTca OnpenenvTe TUN BUPYCa, 3apakatoLlero CbeMHoe 3arnoMmHatoLee
yCTponcTBo be3sonaceH B NCNOJIb30BaHUM 1 04€Hb NPOCT B 3KcnyaTauun. USBWall becnnaTteH u
6e3onaceH B NCNonb3oBaHUN. KOMMAEKCHbIN CKaHep BPeOoHOCHbIX nporpamm ans USB-
HakonuTenen: USBWall — cambiin MOLWHbBIN aHTUBUPYCHLIN CKaHep ansa USB-HakonuTenen. OH
obecneynmBaeT KOMMNEKCHOE CKaHMPOBaHNE 01 3alUNTbl Ballen CUCTEMbI OT BUPYCHbIX MHEKLNIA.
CoxpaHuTe gaHHble C 3apa>keHHOro BUPYCoM CbeMHOro Hocutensa: USBWall Mo)keT coxpaHAaTb u
nepenaBaTb JaHHbIE C 3apPa>X€HHOr0 CbeMHOI0 HOCUTENS Ha KoMMbloTep. MarasnH NpuaoXKeHun
USBWall: USBWall umeeT MmobunbHyto Bepcuio ana yctponcts Apple n Android ons ckaHupoBaHus
CbEeMHbIX HOCUTeNen n nepeHoca harnsioB C 3apakeHHbIX BUPYCOM CbeMHbIX HOCUTElen Ha
koMmnbioTep. MpunoxeHne USBWall npenoctaBnsieT BaM BO3MOXXHOCTb CKaAHUPOBAaTb BHELUHUE Y
BHYTPEHHME YCTPONCTBA XPaHEHUS, AaXKe KOrfga OHM UCMONb3yoTCs. BkaodaeT dyHKumio SafeZone
AN NpefoTBPaALLEHMSA BO3MOXHbIX MOBPEXAEHMWA BalLero yCTPONCTBa B C/ly4ae 3aparkeHuns
BUpycoMm. CKopoCTb CKaHnposaHusa USBWall B 3 pa3a BbllLe, 4EM Yy CpeAHEero aHTUBNPYCHOM 0O
nporpamMmMmHoro obecrnedeHus. USBWall BkntovaeT B cebs hyHKUUM 3aWNThLI OT cnama 1 QuULIMHra
Onsg punbTpaummn BpeLOHOCHbIX (DalifioB 1 BPEAOHOCHbIX BED-aApeCcoB Ha CbEMHbLIX HOCUTENSAX,
Takux Kak USB-HakonuTenun, KapTbl MaMATU N BHELLUHUE )XeCTKNne ANCKN, 0Ns 3alnTbl Bawen
CUCTeMbl OT BUPYCHbIX aTak. CkaHep USBWall mo)xeT BbIMONHATL cnegytowme gencreus: Cend
(6noyHbIn NepeBon) PyHKUMA Be3onacHon 30HbI B USBWall obecneynBaeT 6e3onacHbINn cnocob
nepenavn AaHHbIX CO CbEeMHbIX YCTPOWNCTB XPaHEHUS AaHHbIX Ha Ball KOMMbOTEpP, 3allKnLLas Bac u
BalUX AaHHble OT MNOBPEXAEHUS N3-3a NOTEHLUMAIbHbIX BUPYCHbIX UH(EKL WA, KOTOPbIE MOTyT
BO3HUKHYTb CO CbEeMHbIX YCTPONCTB XpaHEeHUs AaHHbIX. Korga Bbl Moay4YuTe yBeLOMJIEHME O
6e3onacHom 30He, HaXXMuTe KHOMKY OK, 4ToBbl NPOAOIKUTL NpoLLecC Nnepefayn AaHHbIX.
Pa3zpewunTb (Nnepepaya AaHHbIX) Haxkxmute KHonky OK, 4To6bl NnepeHecTn AaHHbIe C 3apa>XeHHOoro
CbEMHOIr0 HOCUTENSA Ha Baw KOMMbloTep. Kak TONbLKO Npouecc nepefaydyn faHHbix OyaeT 3aBepLUeH,
Balla KOMMbloTepHasa cuctema byaeTt B nonHonm 6e€30nacHOCTU, N HUKakue alinbl He ByayT
yhaneHsol.

What's New In?

USBWall — 3To MOLLHbBIN @HTUBUPYC N MIHCTPYMEHT BOCCTAHOBJIEHNSA, KOTOPbIV Bbl MOXKeTe
ncnonb3oBaTb Ha cBoeM MK ¢ Windows. OH MOXKeT 3alMTUTb Bally CUCTEMY OT CAefyloLwmnx yrpos:
BPeLOHOCHbIE BUPYChI, WWNMOHCKOoe IO, Yyepsu, peknamHoe MO, TposHbl, Kennorrepbl U PyTKAUTHI,
KOTOpble NCMOoJb3YIOT HegoCTaTKM Ha USB-yCcTponcTBax 419 3apa>KeHNs Ballero KoMnbloTepa.
USBWall BkntodaeT cneayowmne gyHKUuun: * BocctaHoBUTE Bally CUCTEMY OT BPEOOHOCHbIX
nporpamm * OBHapy>xeHune n yaaneHne BpeoHOCHbIX nporpamMm Ha USB-ycTpoicTBax. * 3awmnTnTte
CBOIO CUCTEMY OT onacHbIX USB-ycTponcTB. * bnarogaps nepegoson texHonornm USBWall asnseTtcs
Jy4WwmM cnocobom 3alnTNTb Ball KOMMbIOTEP OT BPEAOHOCHLIX NporpamMm. MNMpouecc
aHTUBUPYCHOro ckaHupoBaHusa USBWall: * Aktneaumnsa USBWall: HaxxmnTe kHonky USBWall Ha
naHenn 3agay. * Haxxmmnte kHonky USBWall Scan, 4To6bl Ha4aTb NpoLecc CKaHNpoBaHUA. * Bo
BpeMs ckaHupoBaHua USBWall Bbl MOXXeTe Ncnosib3oBaTh CBOK CUCTEMY KaK 06bI4HO. * MNocne
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3aBepLUueHns npouecca CKaHMPOBaHMSA Bbl MOXeETe Ha)KaTb KHOMKY «[1pocMOTpeThb BCe pe3ybTaThbl
CKaHNPOBaHUSA», 4TOObLI MPOCMOTPETb N COXPAaHUTbL pe3ysibTaTbl CKaHNUPOBaHUS B anne .txt. *
Haxxmute KHomky «Bbixog n3s USBWall», 4To6bl BoInT 13 USBWall. Moyemy USBWall aHTuBMpYyC 1
CpeacTBO BoccTaHoBNeHUA? Jlioboe cbeMHOe 3anoMuHaloLLee yCTPoncTBo (new-gnuck USB, kapTa
namaTn USB, BHELWHUI XXEeCTKUA ANCK U T. .) MOXKeT OblTb 3apa>KeHOo 1 UCMOoJIb30BaHO
BpenoHOCHbLIM MO, KOTOpoe HaHeceT BpeA Ballen cucteMe Uanm paspywmT ee. Ho Bbl MOXeTe
BOCMOJ1b30BaTbCA MPENMYLLECTBAMN CbEMHbIX 3aMOMMNHAIOLLIMX YCTPOMNCTB, TaKNX Kak ha3LW-aAnNCKun
USB, kapTbl MaMAaTK U BHELUHWE XXeCTKMe AUCKKW, AN nepefayn pansiioB U faHHbIX MeXay
KoMNbOTEPOM U ceTbtio. CompTIA Security+ Security+ 1n Bernbiin B3rnsag Ha kypc Kypc Security+ 1L
— 3TO0 npodeccnoHasnbHasa cepTudukaunsa ot CompTIA, koTopaa POKYCMPYeTCA Ha HaBblKax n
3HaHNAX, HeobxoanMbIX Ansa obecnevyeHns 6€30NaCHOCTN KOMMbIOTEPHbIX U CETEBbLIX CUCTEM.
CompTIA oueHNT BalIN HaBbIKM B 06/1aCTV yCTPONCTB 6€30MacHOCTM U ONEPaLMOHHBLIX CUCTEM,
npunoxxeHnn 6e30NacHOCTN, CTPYKTYPbl KOMMLIOTEPHOW N ceTeBOW 6e30MacHOCTH, a Takxe
MHdopMaLnoHHON 6e30MacHOCTM MHAOPMALMOHHbBIX TexHosornin. CompTIA A+ — 3To camas
npodeccnoHanbHasa cepTudukaumns CompTIA, a CompTIA Security+ 1L asnsieTcsa o6a3aTeNbHbIM
ycnosumem and ceptudpukaumm CompTIA Security+ 1V n CompTIA Network+ 1V.CompTIA Security+
1L 6611 pa3paboTaH Takum obpa3om, 4ToObI NPONTUN ero Mor Ka)kablin. Kypc nogroToBuT Bac K
MOHWMaHUIO MHOTUX NMpobsiem 6e30MacHOCTK, C KOTOPbLIMK CTankmBatoTcsa NT-cneunanncTol B
COBpPEMEHHbIX CeTAX U KoMMnbloTepax. Bol HanpgeTe apHeKTUBHBLIM U MPAKTUYHBIM 3HAKOMCTBO C
pa3fNYHbIMN UHCTPYMEHTaMN, MeToAaMN U TEXHOJSIOMMAMMK ANA NoBbilWeHna 6e3onacHoCTun
cucTembl. Ik3aMeH Security+ 1L nposepseT, NOHMMaeTe N1 Bbl UHCTPYMEHThI, NpoLecchl 1
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System Requirements:

Mopopnep>xnBaeMble creundurkaumm MK nepevyncnerbl B JOKYMEHTE CUCTEMHbIX TPeboBaHNI HUXKE.
MuHManbHble cucTeMHble TpeboBaHus: Mpoueccop: Intel Core 2 Duo E6300/AMD Athlon 64 X2 Dual
Core 5200+ OnepaTtuBHas namaTb: 4 b MuHUManbHble cucTeMHble TpeboBaHus: Mpoueccop: Intel
Core 2 Duo E6300/AMD Athlon 64 X2 Dual Core 5200+ OnepaTumBHasa namaATb: 4 I'b
PekoMeHOo0OBaHHbIe cucTeMHble TpeboBaHua: Mpoueccop: Intel Core 2 Duo E6400/AMD Athlon X2
Dual Core 5300+ OnepaTuBHasa NamMaTb: 8
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